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Module Responses

GOOGLE

Registered : true

Id : 110894155877142862975
Name : Mihir Yadav

Last Seen : 2024-09-22T11:15:03

LINKEDIN

Registered : true

HIBP

Registered : true

Breach : true

Name : Digimon

Website : digimon.co.in

Bio : In September 2016, over 16GB of logs from a service
indicated to be digimon.co.in were obtained, most likely from an
unprotected Mongo DB instance. The service ceased running
shortly afterwards and no information remains about the precise
nature of it. Based on <a
href="https://twitter.com/troyhunt/status/1045178309926051840"



target="_blank" rel="noopener">enquiries made via Twitter</a>,
it appears to have been a mail service possibly based on
PowerMTA and used for delivering spam. The logs contained
information including 7.7M unique email recipients (hames and
addresses), mail server IP addresses, email subjects and tracking
information including mail opens and clicks.

Creation Date : 2016-09-05T00:00:00

Registered : true

Breach : true

Name : IndiaMART

Website : indiamart.com

Bio : In August 2021, <a
href="https://economictimes.indiatimes.com/industry/services/retail/data-
breach-or-data-scraping-with-over-38-million-records-up-for-grabs-
indiamart-has-some-answering-to-do/articleshow/85563628.cms"
target="_blank" rel="noopener">38 million records from Indian e-
commerce company IndiaMART were found being traded on a popular
hacking forum</a>. Dated several months earlier, the data included over
20 million unique email addresses alongside names, phone numbers and
physical addresses. It's unclear whether IndiaMART intentionally exposed
the data attributes as part of the intended design of the platform or
whether the data was obtained by exploiting a vulnerability in the service.
Creation Date : 2021-05-23T00:00:00

Registered : true

Breach : true

Name : LinkedIn

Website : linkedin.com

Bio : In May 2016, <a
href="https://www.troyhunt.com/observations-and-
thoughts-on-the-linkedin-data-breach" target="_blank"
rel="noopener">LinkedIn had 164 million email addresses
and passwords exposed</a>. Originally hacked in 2012, the
data remained out of sight until being offered for sale on a
dark market site 4 years later. The passwords in the breach
were stored as SHA1 hashes without salt, the vast majority




of which were quickly cracked in the days following the
release of the data.
Creation Date : 2012-05-05T00:00:00

Registered : true

Breach : true

Name : Netlog

Website : netlog.com

Bio : In July 2018, the Belgian social networking site <a
href="https://oag.ca.gov/system/files/Communication%20t0%20Users%20-
%20FINAL_O.pdf" target="_blank" rel="noopener">Netlog identified a data
breach of their systems dating back to November 2012 (PDF)</a>.
Although the service was discontinued in 2015, the data breach still
impacted 49 million subscribers for whom email addresses and plain text
passwords were exposed. The data was provided to HIBP by a source who
requested it be attributed to &quot;JimScott.Sec@protonmail.com&quot;.
Creation Date : 2012-11-01T00:00:00

Registered : true

Breach : true pag
Name : Paytm

Website : paytm.com

Bio : In August 2020, the Indian payment provider <a
href="https://economictimes.indiatimes.com/tech/internet/paytm-
mall-suffers-massive-breach-ransom-demanded-
report/articleshow/77833664.cms" target="_blank"
rel="noopener">Paytm was reported as having suffered a data
breach and subsequent ransom demand</a>, after which the data
was circulated publicly. Further investigation into the data
concluded that <a
href="https://twitter.com/troyhunt/status/1552808334759043073
target="_blank" rel="noopener">the breach was fabricated and
did not originate from Paytm</a>. The impacted data covered
3.4M unique email addresses along with names, phone numbers,
genders, dates of birth, income levels and previous purchases.
Creation Date : 2020-08-30T00:00:00



Registered : true

Breach : true

Name : Data Enrichment Exposure From PDL Customer
Bio : In October 2019, <a
href="https://www.troyhunt.com/data-enrichment-people-
data-labs-and-another-622m-email-addresses"
target="_blank" rel="noopener">security researchers Vinny
Troia and Bob Diachenko identified an unprotected
Elasticsearch server holding 1.2 billion records of personal
data</a>. The exposed data included an index indicating it
was sourced from data enrichment company People Data
Labs (PDL) and contained 622 million unique email
addresses. The server was not owned by PDL and it's
believed a customer failed to properly secure the database.
Exposed information included email addresses, phone
numbers, social media profiles and job history data.
Creation Date : 2019-10-16T00:00:00

SPOTIFY

Registered : true

REDFIN

Registered : true

ADOBE

Registered : true

SAMSUNG

Registered : true



INSTAGRAM

Registered : true

WIX

Registered : true

APPLE

Registered : true
Phone Hint : ***%*% *%%g84

GAANA

Registered : true

ECONOMICTIMES

Registered : true

MAPS

Registered : true
Profile Url : https://www.google.com/maps/contrib/110894155877142862975/reviews
Private : false



Timeline

Content: Breached on Digimon
Date/Year: 2016-09-05T00:00:00

Content: Breached on IndiaMART
Date/Year: 2021-05-23T00:00:00

Content: Breached on LinkedIn
Date/Year: 2012-05-05T00:00:00

Content: Breached on Netlog
Date/Year: 2012-11-01T00:00:00

Content: Breached on Paytm
Date/Year: 2020-08-30T00:00:00

Content: Breached on Data Enrichment Exposure From PDL Customer
Date/Year: 2019-10-16T00:00:00

Content: Reviewed Urban Chili Restaurant, Ayodhya
Date/Year: 2021-08-24T713:06:19

Content: Reviewed Krishna Super Speciality Hospital - Best Multi-Speciality Hospital
Kanpur

Date/Year: 2021-01-15T09:33:22

Content: Last Active (Google)
Date/Year: 2024-09-22T711:15:03
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